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Audit report

Organisation  National Taiwan University of Arts

Audits (ZA): ﬁlvm

Issue: 31.07.2011 Certification

Detailed results

The evaluation of the audit results basically follows the scheme shown below:

Stage [ Classification Meaning
NC A Nonconformity A 1. Non-fulfilment of one or several requirements of the
management system standard or
2. A situation which gives rise to considerable doubt as to the
capability of the customer's management system to achieve
the desired results
NC B Nonconformity B All other nonconformities
Pl Potential for improvement Items which would allow optimisation of the management system
in relation to the requirements of the relevant standard. It is
recommended that the company implements these items.
GP Positive aspects/ Positive aspects of the management system worthy of special
Good Practice mention (see also point 4.3 if applicable)
CM Comments Special situation and information to be traced in next audit
Follow-up action(*): after-audit, audit documents, action plan, or Next audit
No. | NCA ATERLY Standard:clause Fol_low;up Set date
Process action
No. | NCB AEa Standard:clause FoI_Iow;up Set date
Process action
1 Audit found, information Correctiv. | 1ISO 27001:2005 Action plan 27.10.2011
security incident for user e and 8
account hacking having been Preventiv
happened 3 times in past few | e action
months. However, there were
no any evidences to approve
the corrective and preventive
processes have been
conducted
FTJ r::n {‘,\ FI Wq‘l‘g‘ﬁulgﬁ
4 = 7R (April- July 2011){FIE %
@%%@%%ﬁfﬂ%i
ISMS ﬁ'ﬁfﬂfﬁlf’mﬁiﬁﬁ °
Corrective:
1. Training and awareness.
2. Reviewing user password
every season.
3. Define the active timing for
C&P.
*ﬁfﬁﬁﬁ?
. ijag‘l%?\ ?L,,z; o
2~ JZ“&FJF il
HiEH %Flp;[ﬂ :lsu .
3~ X~ ISMS 03-003 7 rk'n"ﬁ
[ (e BT > SR
AOOF207e - Audit report-2.dot Page 8 of 12 Rev. 02-2010
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Audit report

Organisation

National Taiwan University of Arts

TUVNORD

Audits (ZA):

Issue: 31.07.2011 Certification

No. | NCB AATEELY Standard:clause FOI.IOW;UP Set date
Process action

RS VT F o IR
5@[;*{,;?[)5%3/%3]&%] o

Preventive:

1. Setup SMTP Outbound.

2. Complex password for new
fresh man.

3. Cacluate the relevant KPI
for ISMS measurement

S
1~ 3}/ SMTP OUTBOUND £
?;]g ; ,[‘J ijj?‘[iﬁ}iﬁ&ﬁj%ﬁkfyggi]’%

2 FrE L LR
B RIS -

3 P g
e ERN I SR R
¥ AR -

The result of risk treatment
and management review are
both mention about the lack of
human resource and training,
however, there is no any
evidence to approve the
treatment has been
processed.
BIRECESE TR (AT
i e
i A RN
S TR -

Corrective:

1. Starting the process of
C&P.

2. Request HR.

Ao

1. l’z'*ﬁ’ﬁ‘]}% = & ;V
tﬂﬂc ’ }{ﬁjrr\ﬂ: @Eﬁn 'ﬁgjyﬂﬂfl
%W%ﬁ@%??b’ﬁ@
iﬁ}iiﬁ Vi &

Easdr el %’éﬁfﬁ'ﬂlﬁ MR

P -

Correctiv ISO 27001:2005

e and 8
Preventiv
e action

Action plan 27.10.2011

No.

Pl

Area/ Process

Standard:clause

Sampling NDA for 3rd party two engineers but no
relevant records found. The organization should
make sure the information security rights for
school have been listed in NDA(personal and
company). The organization may also consider
define the NDA retention period for archive.

Identification of risk
related to external
parties

ISO 27001:2005
A6.2.1

AOOF207e - Audit report-2.dot

Page 9 of 12
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Audit report

Organisation  National Taiwan University of Arts

Audits (ZA): TI'JVNORD
Issue: 31.07.2011 Certification
No. Area/ Process Standard:clause

Pl

O B A B B 5 A
R e A S e LT T R R o
A1, + pUAFTR ikt (R it )
[ A= AR AR o R L

R 1 o R M5 -

2 Information security implement procedure ISMS-
02-002 V.1.1 has defined the training program
has to evaluate and record of the effectiveness.
erFtd = YA A ISMS-02-002 V1.1, foiifa
- B R GE S @éﬁ%%ﬂ?ﬂ?ﬂﬁ]?”mfﬁ
[ > F e SRR S g l’p‘lb']?“ (el
g D) 100 = A 2 E A B AE]

Training

ISO 27001:2005
522

3 The organization may identifie vulnerabilities and
threats of physical enviroment for the remote
backup server room, such as fire extingushier
deployement and door access control.
FIREERS L BRI 2 PP T
BIITFI T e A

Secure areas

ISO 27001:2005
A9.1

4 School Administration Information System has
outsourced to 3" party for maintenance,
however, the organization may consider set up
the control point when 3" party update
application to live.
‘EJF—*EWi‘féﬁﬁﬂd/*ﬁ?“f%’?(ﬁé’ﬂ?‘l) L
Rl F1T o0 0 B RS e
BIRETY PR 4 L

Change Control
Procedure

ISO 27001:2005
A.125.1

No. | GP Area/ Process Standard:clause
No. | CM Area/ Process Standard:clause
AOOF207e - Audit report-2.dot Page 10 of 12 Rev. 02-2010
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Letter of Confirmation

TUV ASIA PACIFIC LTD., TAIWAN BRANCH
To whom it may concern
Letter of Confirmation
This is to confirm that National Taiwan University of Arts has been audited

for compliance to the international standard ISO 27001 : 2005/CNS27001:2007
on 12, 27.07.2011 by TUV Asia Pacific Ltd., Taiwan Branch.

After completion of the audit. the auditors have recommended National Taiwan University of Arts
to the TUV NORD Certification Body for certification according to the above-mentioned standard.

The certificate will be issued after approval by the Certification Body and will state the following:

CERTIAFICATLE

The Certification Body for Management System
of TUV Asia Pacific Ltd.

hereby certifies in accordance with
its certification procedure that

National Taiwan University of Arts
BRI MR K

No.59, Sec. 1, Daguan Rd., Bangiao Dist., New Taipei City, Taiwan R.O.C
T LR T KB — B 599t

has established and applies an
information security management system for

The Operations and Maintenance of Server Room, Academic
Network System, School Administration Information System
(include subsystem: Academic Administrative System, Student
Administrative System, General Administrative System,
Personnel Administrative System), Single Sign-On
Administrative System and Workflow Administrative System
Statement of Applicability ISMS-02-004, V1.1, 2011-07-06
ML ALEEERT - PR A - BB TR R (15 1A
BOBTTBLRA - PETELRME - RUBATELRAL - AN INTEILRER) -
PR AR BL R - JRLAT B R KL
R T E 0 1 ISMS-02-004, fifiA 1.1, %77 1012011-07-06

Proof has been furnished that the requirements according to

ISO/IEC 27001 : 2005
CNS 27001 : 2007

are fulfilled. This certificates is valid from until
Certification Registration No << Reiteration No. >>
- TUV NORD

M5 certificatron Body of TUV Asa Pacific LTd

August 01, 2011

Company Name

Location of audited

Scope of the audit

Standard audited against

Date General Manager of Jack Yeh
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